
When Do You Need to  
Protect Information?

Always.

BEFORE, DURING AND AFTER THE THREAT



WA K E  U P — R I S K S  A R E  E V E RY W H E R E

Before
B E F O R E :

With DISCOVER, sensitive data-at-rest in file servers 
and other repositories is identified and fingerprinted 

for easy detection before it moves.
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RECONNEX  :  BEFORE, DURING & AFTER THE THREAT

Whether it’s a trade secret, or literally a 
secret sauce, a piece of sourcecode, or a 
strategic gameplan, intellectual property 
and information assets give you a competi-
tive edge in the marketplace, and build 
and reinforce your brand. And can make 
or break your success. In fact, intangible, 
digital assets and intellectual property 
account for up to 70 percent of the market 
value of a typical U.S. company. Yet intel-
lectual property theft costs U.S. companies 
more than $250 billion every year. So, you 
may ask, how do you protect that? With 
a solution that provides monitoring and 
protection not just before and during the 
threat exposure, but after it occurs. 

THE RECONNEX STRATEGY

At Reconnex, we understand the impor-
tance of protecting these critical digital 
assets. It is a challenge that affects 
every organization, regardless of size or 
type of business, from large Fortune 500 
companies to educational institutions and 
government agencies. And solving this 
information protection dilemma is the 
foundation of our business. With more 
than 20 patented technologies, and a 
seasoned management team, we set out 
to help organizations protect and secure 
intellectual property and privacy data. In 
fact, we provide you with complete vis-
ibility into and protection for critical con-
tent—on all ports and for all types of con-
nections—through our high-performance, 
appliance-based information protection 
system. Our solution enables your organi-
zation to protect all information assets on 
your network, without requiring up-front 
knowledge of what needs to be protected, 
and regardless of how that information is 
stored, secured, or communicated. As a 
result, the Reconnex solution enables your 
IT group to protect against both known and 
emerging threats—from the past, the pres-
ent, and in the future.

TAKING THREATS SERIOUSLY— 
BEFORE, DURING, AFTER

You face threats from within and from 
outside your organization. All compa-
nies today do. While IP protection is 
critical, so too are privacy issues, and 
ensuring compliance with regulations 
such as the Health Insurance Portability 
and Accountability Act (HIPAA) and the 
Sarbanes-Oxley Act (SOX). Failure to 
comply could result in fines, penalties, 
and even jail time. And the nature of 
these data breaches and security threats 
continues to change. Analysts report that 
80 percent of computer-related abuses 
today involve insiders exploiting their 
authority inappropriately, or sometimes 
just inadvertently. Users mishandle infor-
mation, people make mistakes, it’s just a 
fact of business life. Perimeter security is 
no longer enough. It’s not just the walls 
and doors that have to be protected but 
your business data as well. All the more 
reason to protect information throughout 
its lifecycle. 

Reconnex is the only solution on the market 
that helps you defend against threats at 
each stage of risk exposure—before it 
occurs, while it is happening, and after it 
has already taken place. Here’s how.

Simple vs. Complex
Reconnex protects any form of critical 
content—from fixed-format data to 
complex intellectual property assets.

Do You Know What Information to Protect?
Protecting social security, credit card, and sensitive health information is one thing,  
but protecting intellectual property (IP) is quite another. Securing known, fixed data  
is a baseline requirement for any information monitoring and protection system today. 
It’s critical, we agree, but you need more. How do you protect the seemingly amorphous 
concept called IP? And, how do you identify and correct bad or faulty business 
processes and accidental disclosures that put your business at risk? 
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During
D U R I N G :

To protect data-in-motion, MONITOR provides real-time 
scanning and analysis of all network traffic—regardless 

of content type, protocol, or port.
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T H E  R AC E  I S  O N :  I S  YO U R  I N F O R M AT I O N  C R O S S I N G  T H E  L I N E ?
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At Reconnex, we believe that an informa-
tion protection system should be able to 
secure sensitive data at rest, before a 
threat becomes a real incident. It must 
also protect information and intellectual 
property during transmission—in motion— 
when the risk of misuse or abuse is high-
est. And finally, it should help IT identify 
and address unforeseen threats after they 
occur and feed that updated information 
back into the before and during process 
of your protection system to make it even 
more effective. This final phase is the one 
most often overlooked by other vendor’s 
products, yet is a critical component of the 
Reconnex solution. In fact, we think it is a 
must-have for any comprehensive informa-
tion protection solution. Just because you 
missed a threat yesterday, doesn’t mean 
you have to miss one tomorrow.

BEFORE: CAN YOU FIND THE RISK  
BEFORE IT BECOMES AN INCIDENT?

Whether information resides on shared file 
servers, local machines, or in document 
management systems, you must protect 
huge volumes of information—gigabytes 
and terabytes in size today. Not only is the 
information not always properly labeled as 
sensitive, but if you are like most compa-

nies, you may not even have the appropri-
ate controls in place around information 
access, or know where all of it is located 
in the first place. Reconnex can help.

Reconnex’s solution crawls and spiders 
the network, tracking down and discover-
ing sensitive information assets, including 
the location and the critical nature to the 
enterprise so you can better protect your 
organization starting today. 

DURING: DO YOU KNOW WHAT IS LEAVING, 
AND WHERE IT IS GOING?

Emailing. Instant Messaging. Blogging. 
Sharing resources on FTP or P2P sites. 
Using public Webmail services, or even 
normal web surfing. All are innocent 
enough, yet present potential risks and 
exposure points depending on how the 
information leaves your organization, and 
where it ends up. With Reconnex, you can 
monitor and prevent sensitive informa-
tion from leaving your organization before 
it becomes an issue. Unlike alternative 
solutions that focus on a single channel, 
our solution inspects all traffic leaving the 
networks, regardless of channels—port 
and protocols. From simple, fixed data 
formats such as social security and driver’s 
license information to complex information 
assets, or IP such as strategy documents, 
business processes, software sourcecode, 
engineering designs, and more, Reconnex 
goes far beyond addressing privacy across 
all content types and communication chan-
nels, to protecting your IP assets.

It identifies sensitive information that may 
be seeping outside your network walls—
through personal webmail accounts. It 
uncovers the users that are viewing inap-
propriate content, finds end-user errors, 
and identifies the broken business process-
es that could make your firm liable. And 
it spots misconfigured IT systems or open 
ports that are putting your organization at 
risk. And that’s just for starters.

AFTER: CAN YOU DETERMINE WHAT HAPPENED 
AFTER THE FACT, AND IMPROVE SECURITY?

You don’t know today what your threats 
will be tomorrow—the threat environment 
changes and evolves with the dynamics 
of your business. That said, you must con-
tinually refine your IT protection strategy 
and learn from the mistakes of the past. 
Reconnex makes this possible in a number 
of ways. First, it allows you to understand 
and analyze how information left your 
organization, using that knowledge to 
strengthen the before and during informa-
tion protection process. In other words, it 
zeros in on the smoking gun, the needle in 
a haystack. In addition, Reconnex allows 
you to leverage data mining as a way to 
discover network events that might benefit 
from new procedures or policies. Unlike 
any other system on the market, it sup-
ports “after-the-fact” analysis through its 
fully indexed, searchable database that 
captures all network events related to criti-
cal content.

Do You Know How to Protect Information?
Information monitoring and protection isn’t simply about the before and during,  
it is also about what happens after the fact. You must discover information at rest. 
Block and filter it to prevent its escape. Control its usage through policies and  
procedures—across multiple systems. And monitor information while in motion. And 
last, but certainly not least, you must capture and store network events to gain a 
historical perspective so you don’t repeat the past.



After
 W H AT  C O U L D  H A P P E N ,    D ID  HAPPEN.  NOW WHAT?
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By storing events related to critical content in an 
indexed, searchable database, CAPTURE enables 
after-the-fact investigation and improved security.
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The Reconnex solution is comprised of two 
components, an appliance and a manage-
ment console. The iGuard appliance was 
specially designed from the ground up to 
provide you with a hardened, turnkey solu-
tion for information monitoring and protec-
tion—guarding against and remediating 
electronic risks. Designed to intelligently 
capture and classify all information on the 
network, regardless of protocol or port, it 
provides you with real-time and historical 
protection over information risks—from 
privacy to intellectual property. And this 
product is easily integrated with the 
inSight Console, designed to simplify 
administration, and provide a centralized 
interface for managing all security policies 
as well as alerting and reporting.

Reconnex includes advanced software 
features that enable its unique “before, 
during, and after” approach to informa-
tion protection. It relies on key underlying 
technology including complex data clas-
sifications that empower your enterprise 
to protect all kinds of sensitive data, from 
common, fixed-format data to complex 
intellectual property. These classifications 
include content signatures, grammar and 
statistical analysis, file classification, 
document biometrics, and concept maps 
that can even “fingerprint” intellectual 
property. These are just some of the ways 
we are providing a deeper level of data 
inspection and broader protection than any 
other information protection and monitor-
ing solution on the market today.

THE FIVE BENEFITS FOR YOUR BUSINESS

DISCOVER : Addressing data at rest, 
this feature identifies sensitive content 
and fingerprints this information for easy 
detection. 

MONITOR : Enables you to classify and 
analyze all content in motion, across all 
ports and protocols, at gigabit speeds. 

PREVENT : Sends alerts and initiates 
enforcement actions such as blocking 
and filtering to control what information 
is being sent or stored on the network at 
all times.

CAPTURE : Provides a historical picture 
of what happened on the network as it 
relates to critical content through classifi-
cation, indexing, search and storage of all 
network events.

CONTROL : Gives you control over your 
protection strategy through pre-built and 
custom policies that meet your particular 
needs. Also provides multi-system man-
agement and unified reporting for large-
scale deployment—making administration 
and control simple and intuitive.

Reconnex takes a comprehensive approach 
to information protection, one that 
spans the entire threat lifecycle for your 
company’s assets before, during, and after 
exposure. The integrated features work 
together seamlessly. For instance, Discover 
and Monitor create the indexes used by 
Capture for rapid searches. Discover uses 
the Monitor feature to scout out registered 
sensitive information being transmitted 
over the network. And in turn, the histori-
cal information from Capture is fed back 
into Discover and Monitor to further refine 
your Reconnex threat solution.

BEFORE. DURING. AFTER.  
YOU ARE COVERED WITH RECONNEX.

Call us today to find out more or to see 
if an e-Risk Assessment makes sense for 
your organization.

Why Reconnex?  
We’re Dedicated to ‘Protecting Information, Always.’ 
Simple to use. Accurate and precise. Adaptive. With the performance, scalability, and 
reliability that enterprises require. These are the characteristics that differentiate our 
offering, and it’s why hundreds of organizations are now using our products—Fortune 
100 pharmaceutical companies, Fortune 500 financial services firms, technology, 
healthcare, transportation, and higher education institutions. Today, Reconnex protects 
information assets for more than one million users worldwide. 

Reconnex on Your Network
Deployed at the network edge, 
the iGuard appliance operates 
passively with no impact on 
network performance.
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Reconnex Corporation
201B Ravendale Drive
Mountain View, California 94043
Phone: 650 940.4567
Fax: 650 962.8620
www.reconnex.net

ABOUT RECONNEX 

Reconnex is the leader in information monitor-
ing and protection appliances designed for any 
organization—including enterprises, government 
agencies or educational institutions—that wants 
to protect its brand, maintain compliance, or 
secure sensitive information. Reconnex’s simple-
to-deploy appliance delivers accurate detection 
while protecting an enterprise before, during, 
and after any threat to corporate privacy or intel-
lectual property. We work with technology and 
reseller partners worldwide to help you reap 
more value from your existing security invest-
ments through a combination of Reconnex and 
other IT elements. And to make sure we provide 
expert, responsive support of your Reconnex 
solution, we offer world-class maintenance and 
technical support. 

A privately-held company based in Silicon Valley, 
California, Reconnex protects information for 
more than one million users today.

For more information about Reconnex, 
please visit www.reconnex.net  
or call 866-940-4590.
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